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With the integration of Rhebo Industrial Protector, Barracuda com-
bines powerful firewall functionality with an integrated monitoring 
and anomaly detection in Industrial Automation and Control Sys-

tems (IACS). Operators can thus not only secure the individual seg-
ments at the network boundaries, but also guarantee continuous 
cybersecurity within the segments.

Integrated OT CybersecurityIntegrated OT Cybersecurity
In Accordance With IEC 62443In Accordance With IEC 62443

Connected systems require new concepts for cybersecurity and pro-Connected systems require new concepts for cybersecurity and pro-
cess stability of Operational Technology (OT). Due to the convergence cess stability of Operational Technology (OT). Due to the convergence 
with the enterprise IT and the use of IoT components, the risk of dis-with the enterprise IT and the use of IoT components, the risk of dis-
ruptions caused by cyberattacks grows. In addition, increasing vendor ruptions caused by cyberattacks grows. In addition, increasing vendor 
heterogeneity makes it more difficult to implement a holistic cyber-heterogeneity makes it more difficult to implement a holistic cyber-
security strategy. It also increases the risk of technical error states.security strategy. It also increases the risk of technical error states.

OT cybersecurity and condition monitoring must be implemented OT cybersecurity and condition monitoring must be implemented 
across multiple plants and layers as Defense-In-Depth. They must across multiple plants and layers as Defense-In-Depth. They must 
monitor communication between OT and IT as well as between monitor communication between OT and IT as well as between 
equipment within the OT. The growing importance of machine-to-ma-equipment within the OT. The growing importance of machine-to-ma-
chine communication requires an automated solution that reliably chine communication requires an automated solution that reliably 
identifies suspicious processes. This requires a smooth integration of identifies suspicious processes. This requires a smooth integration of 
all security components in order to consolidate relevant data.all security components in order to consolidate relevant data.

The integrated OT cybersecurity solution from Rhebo Industrial The integrated OT cybersecurity solution from Rhebo Industrial 
Protector and Barracuda CloudGen Firewall and Secure Connector Protector and Barracuda CloudGen Firewall and Secure Connector 
detects any deviation in the OT communication. Suspicious proces-detects any deviation in the OT communication. Suspicious proces-
ses are reported or blocked before malfunctions occur.ses are reported or blocked before malfunctions occur.

360° Security From Network To The Edge Device360° Security From Network To The Edge Device
Barracuda CloudGen firewall and Secure Connector provide up-to- Barracuda CloudGen firewall and Secure Connector provide up-to- 
date security measures at network and segment boundaries as well date security measures at network and segment boundaries as well 
as industrial IoT devices. The solution analyses incoming and outgo-as industrial IoT devices. The solution analyses incoming and outgo-
ing network traffic and reliably detects attacks and malware. Rhebo ing network traffic and reliably detects attacks and malware. Rhebo 
Industrial Protector monitors and analyses the communication wit-Industrial Protector monitors and analyses the communication wit-
hin the OT via IACS monitoring. The anomaly detection identifies and hin the OT via IACS monitoring. The anomaly detection identifies and 
evaluates any deviation in real-time. Thus, even novel attack pat-evaluates any deviation in real-time. Thus, even novel attack pat-
terns and technical error states are reliably detected. The data is col-terns and technical error states are reliably detected. The data is col-
lected via mirror ports or network taps without interference of OT lected via mirror ports or network taps without interference of OT 
processes. In distributed environments, the integration takes place processes. In distributed environments, the integration takes place 
directly on the Secure Connector from Barracuda. This enables directly on the Secure Connector from Barracuda. This enables 
cost-efficient deployment and at the same time maximum visibility.cost-efficient deployment and at the same time maximum visibility.

The integration of Rhebo Industrial Protector and Barracuda Cloud-The integration of Rhebo Industrial Protector and Barracuda Cloud-
Gen Firewall allows the proactive adjustment of security measures. Gen Firewall allows the proactive adjustment of security measures. 
For this purpose, the anomaly detection system transmits securi-For this purpose, the anomaly detection system transmits securi-
ty-relevant activities to the firewall, which immediately blocks them. ty-relevant activities to the firewall, which immediately blocks them. 
This prevents lateral movement of attacks to other OT segments and This prevents lateral movement of attacks to other OT segments and 
prevents communication to the Internet. Thereby, even zero-day vul-prevents communication to the Internet. Thereby, even zero-day vul-
nerabilities can be effectively secured, where no immediate patching nerabilities can be effectively secured, where no immediate patching 
is possible.is possible.

Rhebo & Barracuda Networks
Integrated Cybersecurity in

IACS and IoT Networks

Your Advantages
with Rhebo and Barracuda

OT TRANSPARENCY with  with 
comprehensive asset inventory of comprehensive asset inventory of 
all systems and connections.all systems and connections.

ENHANCED INTRUSION 
DETECTION through firewall and  through firewall and 
anomaly detection on one device.anomaly detection on one device.

SECURE NETWORKING for  for 
production plants, OT components production plants, OT components 
and IoT devices.and IoT devices.

EFFICIENT OT CYBERSECURITY
without rebuilding or maintenance without rebuilding or maintenance 
windows.windows.

INCREASED PLANT AVAILABILITY  
through localising technical error states through localising technical error states 
in the network.in the network.

FIELD LEVEL VISIBILITY through  through 
integration of Rhebo sensor technology integration of Rhebo sensor technology 
on Barracuda Secure Connector.on Barracuda Secure Connector.



Prevent Malfunctions On Fieldbus Level
The integration of the Rhebo IACS 
monitoring with anomaly detection on the 
Barracuda Secure Connector enables lean 
and straightforward monitoring
of all processes at fieldbus level. Malicious 
software, for example, introduced to a 
system via a USB stick, is detected in the 
production cell before it can laterally spread 
to the entire network.

Actively React To Anomalies
Rhebo Industrial Protector creates a daily 
and detailed overview of the systems and 
equipment communicating in the OT as 
well as the protocols and commands used. 
This allows fast identification of anomalies, 
malfunctions or redundant processes
as well as the active adjustment of the 
Barracuda firewall policies.

Detect Cyberattacks Early On
The anomaly detection of Rhebo Industrial 
Protector also reports events that occur 
before a cyberattack (reconnaissance 
phase). This includes address-, port- as 
well as Profinet discovery scans. With this 
information, the Barracuda Firewall can 
automatically block exploration activities 
and prevent lateral movements.

Three Use Cases for Integrated OT Cybersecurity
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RheboRhebo  develops and markets innovative industrial monitoring solu-
tions and services for energy suppliers, industrial companies and crit-
ical infrastructures. The company enables its customers to guaran-
tee both cybersecurity and the availability of their OT and IoT 
infrastructures and thus master the complex challenges of securing 
industrial networks and smart infrastructures. Since 2021 Rhebo has 
been a 100% subsidiary of Landis+Gyr AG, a leading global provider 
of integrated energy management solutions for the energy industry 
with around 5,500 employees worldwide. Rhebo is a partner of the 
Alliance for Cyber Security of the Federal Office for Information Secu-
rity and is actively involved in Teletrust – IT Security Association Ger-
many and Bitkom Working Group on Security Management for the 
development of security standards.

Barracuda Barracuda Barracuda is committed to making the world a more se-Barracuda is committed to making the world a more se-
cure place and believes that every organisation should have access to cure place and believes that every organisation should have access to 
cloud-ready, enterprise-wide security solutions that are easy to ac-cloud-ready, enterprise-wide security solutions that are easy to ac-
quire, deploy and use. Barracuda protects email, networks, data and quire, deploy and use. Barracuda protects email, networks, data and 
applications with innovative solutions that grow and adapt as the applications with innovative solutions that grow and adapt as the 
customer journey continues. More than 200,000 companies world-customer journey continues. More than 200,000 companies world-
wide trust Barracuda to help them focus on growing their business.wide trust Barracuda to help them focus on growing their business.

www.barracuda.comwww.barracuda.com
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